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1. O0mHe MoJIoKeHHUH

Hacrosmee «llonoxkeHne o 3ammre NEPCOHANBHBIX MaHHBIX, 00pabaTHIBAEMBIX B
HHQOPMALMOHHBIX CHCTEMaX TOCYIapCTBEHHOTO YUpexAeHHs 3apaBooxpanenus «Kpaeas
KJIMHHYecKass OoibpHHLA» (nanee — [lomoxkeHne) pa3pabOTaHO B COOTBETCTBHH C 3aKOHOM
Poccuiickoii @enepanmu ot 27 mrons 2006 roma Nel52-d3 «O mepcoHaNBHBIX JAHHBIX),
IocranoenenueM IlpaButensctBa Poccuiickoit @enepanun ot 01 Host6ps 2012 roma Ne 1119
«O06 yTBepxeHHM TpeOOBaHMHM K 3alUTE NEPCOHATBHBIX [aHHBIX MPH HX 00paboTKe B
MH(OPMAIIMOHHBIX CHCTEMax IIEPCOHANBHBIX OaHHBIX», [Ipukazom @®CTOK Poccunm or 18
despana 2013 roma Ne 21 «O6 yrBepkaeHHr CocTaBa U COIEPIKAHUS OPraHU3ALMOHHBEIX U
TEXHUYECKMX MEP I10 00eCIIeUeHNIO 6€30IIacCHOCTH IePCOHABHBIX TAaHHBIX MPH UX 00paboTKe B
MHQOPMALOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX)», HHBIX HOPMATHUBHBIX M METOIMYECKUX
nokymenToB ®CTOK Poccun u @CB Poccun, Ipukazom @CTIK Poccun or 11 despans 2013
r. Nel7 «O6 yreepxnenuu TpeGoBanuii o 3amuTe HHOOPMAIMH, HE COCTABISIOIIEH
roCyJapCTBEHHYIO TaiHy, colepXKaleiicsi B rocy1apcTBEHHBIX HHPOPMAIHOHHBIX CHCTEMAX).

ITonoxxenne pazpaboTaHo B Lensx oOecredeHus Ge30MacHOCTH MEPCOHANBHBIX JTAaHHbIX
(nanee — II[IH) mpm ux obOpaboTke B HH(OPMAIMOHHBIX CHCTEMAax TrOCYIAPCTBEHHOIO
yupexaeHus 3apaBooxpanenns «Kpaeas kirHuYeckas 0osibHAIAY (Hanee — MCITIq).

Ionoxenue ompenenser nopsiaok paboter mepcorana MICIIJlu B wactu obecreueHwus
6esonmacHocty IIJlH mpm ©ux 00paboTKEe, NOPSIOK HCIOJb30BAHMS CPEACTB  3AIHTEI
uHpOpMaIuy, pa3paboTKy W IpPHHATHE MEp M0 IMPEJOTBPAIICHHIO BO3MOMKHBIX OIACHBIX
HOCTECACTBHM TAaKMX HapylIeHHH, MOPSIOK IIPUOCTAHOBKH mpemocTaBieHus I1JlH B ciyuae
oOHapyXeHHs HapyIlIeHUH mpu UX 00paboTke, MOPsI0OK 00YUYEeHUs MepCoHala IpakTHKe padoTh
B HCII[lH, mopsmok KOHTpOJis COOMIONCHHS VYCIIOBHH HCHOJMB30BAaHUS CPEACTB 3alUThI
UH(POPMAaLIUH, IPETyCMOTPEHHBIE SKCIUTYaTallMOHHON M TEXHUYECKOH TOKYMEHTaluel, TpaBuia
OOHOBJIEHHsI OOIIECHCTEMHOT0O M MPHKIATHOIO IPOrPaMMHOTO oOecleueHwus, MpaBuia
OpraHM3alll AHTHBHPYCHOH 3aluThl W mnaposnbHOM 3amuthl WMCII/IH, mopsook oxpaHbl U
JIOITyCcKa MMOCTOPOHHUX JIUI] B 3aLHIAEMble TIOMEIICHUS.

2. Ilopsizok mpeaocTraBjeHHs AONMYCKa NoJb3oBaTenei kK padore B UCII/In

Hactosmmii nopsiaok omnpenenser neiictsus nepconaina UCIIIn B yactu obecreuenus
6e3onacHoctH [T/ npu ux obpabotke B UCII/IH.

[Tonw3oparesnsmu VCIT[IH SBASIOTCS COTPYJHHKH TOCYJApCTBEHHOIO YYpEXKIACHHS
3apaBooxpaHenus «Kpaesas kimnHHUeckas GonpHULAY) (Tanee - COTpyAHHUKH).

[lepBonavanmpHbli nomyck moisb3oBarenedt k pabore B MCIIJIH ocymectBisercs Ha
OCHOBaHWH TPHKa3a, KOTOPBIM H3laeTcs pyKoBoguTesneM (maiee - Pykosomutens). B mpukase
OIIPEIeNIACTCS CIIUCOK COTPYIHUKOB, NOMyIeHHBIX K padote B MCIT/IH.

C uenpio obecneueHns OTBETCTBEHHOCTH 3a BeJeHHE, HOPMaIbHOE (QYHKIIHOHHPOBAHUE
U KOHTPOJIb pabOoThI CPEICTB 3aIIUTH HH(OPMALUH U BBIITOJHEHHS HEOOXOAUMBIX MEPOIIPHSATHIH
no obecneuenuo Gesomacuoctd B WCII[IH HasHavyaercs aIMHHHCTPATOp HH(POPMaNMOHHOH
0€30I1aCHOCTH.

C menpio COOMOMECHUS MPHUHIIMIIA TTEPCOHATBHOM OTBETCTBEHHOCTH 3a CBOM ACHCTBHS
KaXIOMY COTPYIHHUKY, momymieHHoMy Kk pabore B MCIIJIH, mOMKHO OBITH COMNOCTABIEHO
IEepCOHATbLHOE YHWKAIbHOe WMs (YUeTHas S3alMCh IOJNB30BaTelist), MOJ KOTOPbIM OH Oyner
peructpupoBartbes 1 padorars B UCIT/IH.

HWcnone3oBaHue HeCKOJBKUMHE coTpynHHKaMu npu pabore B UCII/IH oxHOrO M TOTO XK€
HUMEHH TMOJIb30BATETISI 3ANPEUjeHO.



B naneHeiimem, nmpoueaypa peructpanuu (Co3aHHs YYETHOM 3allUCH) I0JIb30BaTelIs H
NPeNOCTaBICHUs €My (WM U3MEHEHHMs €ro) mpas gocTymna K pecypcam WUCIIJIH unmummpyercs
3asBKOM.

B 3asBKe yka3bIBaeTCs:

- COICp)KaHUE 3ampalldiBAaeMbIX H3MEHEHUH (perucrpanus HOBOIO IOJB30BATENS
WCIIOn, yoaleHre y4eTHOH 3allUCH I0JIb30BaTelIsl, pACIIUPEHHE WA CYXCHHE IIOJHOMOYHM U
npas gocryna k pecypcam VCIIJIH paHee 3aperucTpupOBaHHOTO II0Ib30BATENsN);

- JOJDKHOCTh (C TIOJIHBIM HauMEHOBAaHHEM OT/Aeda), (DaMHIHs, HMS H OTYECTBO
COTpPYIHHKA;

- UM 110JIb30BaTes (Y4€THOH 3allUCH) JaHHOTO COTPYAHUKA;

- IIOJTHOMOYHA, KOTOPBIX H606XO)II/IMO JIMIIIUTH IIOJIB30BATECIIA HIIN KOTOPBIC
H€O6XOI[I/IMO }IOGaBI/ITB I10JIB30BATECIIFO (HYTGM YKa3aHud peiacMbIX ITIOJIB30BATCIIEM 3a4a4 B
WCTI/Tw).

3adBKy pPacCMarTpUBAa€T M BHU3UPYET pPYKOBOIWTENb, YTBEPXKIas TEM CaMbIM
IPOM3BOACTBEHHYIO HEOOXOAUMOCTD JOIYyCKa (M3MEHEHHUS MpaB J0CTyIa) JaHHOTO COTPY/IHHUKA
K HeOOXOIMMEBIM JUIS PEIICHMs UM yKa3aHHBIX B 3asiBKe 3ana4 pecypcam VCIIJ[H. 3atem 3asBKa
nepefaeTcs aAMHHHCTpaTopy HMHpopMmanuoHHoi Oesomacuoctu WMCII[IH 1ns  BHeceHHs
He0OXOIUMBIX U3MEHEHUH B CIIMCKY Mojb3oBaTenei UCITIx.

Ha ocHoBanum 3asBKM agMUHHCTparop HHpopmanuoHHou OesomacHoctd WCII/In
IPOU3BOAUT HEOOXOIAMMBIE ONEpallik IO CO3IaHWI0 (YOAJeHHWI0) YYETHOH  3aIllkCH
[I0JIb30BATE/ISA, IIPHCBOCHHIO €My HAYaJIbHOIO 3HAYEHHS I1apoJid, a TaKXe PErHCTpaLHuio
NEPCOHATILHOI0 HACHTU(PHUKATOPA U JPYTHE HEOOXOIUMBIE IEHCTBHUS, YKa3aHHBIE B 3asBKE.

[locne BHeceHHs W3MEHEHHMH B  CIHCKH  IOJb30BaTeNied  aIMHHHCTPATOP
nHGOpPMallMOHHOM ©e30IIaCHOCTH  JOJDKEH OOeCHeuWTh HAacTPOMKM CPelICTB  3aIlMThl,
COOTBETCTBYIOIIHE TpeboBanuIM Oe3onacHocTH, ykazanuoi MCII/H.

CoTpynHUKY, 3aperHCTpUpPOBaHHOMY B KauecTBe HoBoro mnonb3oBarens WCII/IH,
Co00IIaeTcss UMSI COOTBETCTBYIOLIETO €MY IMOJIH30BAaTENsl U MOXKET BBIAABATHCS MEPCOHAJIBHBIH
uneHTuGUKaTop (A7 paboThl B peXXMMe YCHJICHHON ayTeHTH(HUKAIMK) U Ha4aJIbHOE 3HAYEHHUE
apoJisi, KOTOPOe OH 00s3aH CMEHUTH IIPH NIEPBOM )K€ BXOJE B CUCTEMY.

VcrionnenHas 3asBKa XpPaHUTCS Y aJMUHUCTpaTOpa MHPOPMAUOHHON Oe30macHOCTH
NUCIIH.

OHa MOXKET BIOCIEACTBUU MUCIIOJIb30BATHC:

- Uil  BOCCTaHOBJIEHHS IIOJHOMOYMM  IIOJIB30BaTeledl  II0CJ€  BO3HHUKHOBEHHS
BHEIIITATHBIX CUTYAalLlUH;

- U KOHTPOJISl PAaBOMEPHOCTH HATUYUS y KOHKPETHOIO I0JIL30BATENS MpaB JOCTyIa
K TeM mwid uabM pecypcam UCITJIH npu pa3bope KOH(IMKTHBIX CHTYyaIlHi;

- JUIS TIPOBEPKH COTPYAHHKAMH KOHTPOJIMPYIOIIUX OPraHoOB IPaBUIBHOCTH HACTPOUKH
CpelCTB pasrpaHudeHus nocrymna Kk pecypcam MCIIIn.

3. Ilopsinok paGotsl mosn3oBateneii UCII/In B yacTu oGecnevenus
oesomacHoctu IT/[n npu ux oopadorke B MCIIn

[Tonp30BaTe)lb UMEET IPABO B OTBEIECHHOE €My BpeMs pellaTh IOCTABJICHHBIE 331a4H B
COOTBETCTBHH C TOJTHOMOYHAMHE JocTyna K pecypcam MCII/IH.



[Tosp30BaTesIb HECET OTBETCTBEHHOCTh 3a MPABHIBHOCTH BKJIFOUEHUS W BBIKIFOUCHHUS
cpenctB BeruucauteabHoN TexHukd (CBT), Bxoga B cucteMy M Bee JneicTBusi mpu pabGore B
NCIIOn.

Ilepen Hauamom paGorer B UCII/IH, coTpyaHuKH, nomymieHHbie K pabote ¢ [1]1H,
IPUHAMAIOT [TOJ] POCIIUCH 00513aTENIbCTBO O HEpas3TIallleHUH MePCOHATBHBIX JTaHHBIX.

Bxon monb3oBaTens B CHCTEMY JOJDKEH OCYIIECTBISATHCS [0 BBIIABACMOMY €MY
JIEKTPOHHOMY HAEHTU(UKATOPY | MO MEPCOHATTEHOMY MapOJIO.

3anuce uHpopMmanuu, coiepxameid [IJ[H, mOMKHA OCYHIECTBISATHCS TOJIBKO HA
MAaIlIHHHbIE HOCUTEIN MHGOPMAILUH, COOTBETCTBYIOLIMM 00pa3oM yuTeHHbIe B JKypHaie ydera
3amuilaeMbIX HocuTenel nHpopmanuu. OTBETCTBEHHBIM 3a BeleHHE JKypHaa ydera ABJISIETCS
aIMUHHUCTPATOp MHGOPMAIIMOHHON 0€301MacHOCTH.

ITpn paboTe €O CBHEMHBIMM MAIIWHHBIMH HOCHTEJIIMH HHQPOPMAIMH I0JH30BATEIb
KaXIbIH pa3 Iepel HadaloM paboTel 00s3aH NPOBEPHTh HMX HA OTCYTCTBHE BHPYCOB C
UCIOJIB30BAHUEM INTATHBIX AHTUBHUPYCHBIX IIPOTPaMM, YCTAHOBJIECHHBIX Ha KOMIIBIOTEpax
UCIIH. B ciy4ae oOHapyeHHs BUPYCOB IOJIB30BATENh 005M3aH HEMEIJICHHO MPEKPATHTL HUX
MCIOJIb30BaHUE U JIECHCTBOBATH B COOTBETCTBHH C TpeOoBaHUsMH AaHHOTO [looxeHus;

Kaxp1ii COTpyIHUK, y4acTBYIOLIMH B paMKaX CBOMX (DYHKIIMOHAJTBHBIX O0S3aHHOCTEH B
poreccax aBTOMAaTHU3UPOBaHHOM oOpabotku [IJ[H ¥ uMeomuil mocTyn K anmapaTHbIM
cpercTtBaM, ImporpaMmmHoMy oOecnedeHuto #  jgaHHEbiM  HMCIIJIH, HeceT nepcoHaIbHYIO
OTBETCTBEHHOCTb 3a CBOM JCHCTBHS U 00A3aH:

— CTporo coOofaTh YCTAHOBJIEHHBIC IpaBuiia oOecredeHrs 0e30macHOCTH HHGOpManuu
npH paboTe ¢ IPOrpaMMHBIMH U TexHH4YecKuMu cpeactBamu MCIT/IH;

— 3HaTh W CTPOro BBIIOJNHATH IpaBiuia paOOThI CO CPEACTBAMH 3allUTHl HH(OpManuu,
yCTaHOBJIEHHBIMH Ha KoMnbiotepax MCI1L/1H;

— XpaHUTH B TalfHe cBOH maposib (mapoau). B coorBercTBum ¢ 1. 7.5. ganHoro IlonoxeHus
U C YyCTAHOBJIEHHOH NEPHOANYHOCTHIO MEHSTH CBOH IapoJib (IapoJin);

— XpaHUTh  YCTAQHOBJICHHBIM  IOPSIKOM  CBO€  HHIUBHUIyalbHOE  yCTPOHCTBO
uaeHTH(GUKaIUH (KTI04) U APYTHe PeKBU3UTHI B HENOCTYITHOM JJISl IOCTOPOHHETO MECTa;

—  BBIMONHATE TpeOoBauus [10JI0’KEHUA 110 OpraHU3allMi aHTHBUPYCHON 3allUTH! B IIOJTHOM
o0BeMe.

HememieHHO W3BECTHUTH aqMHUHHUCTpaTOpa WHOOPMAMOHHON O€30macHOCTH B Ciydae
yTepHd HWHIMBUAYAIBHOTO YCTpOHCTBA UACHTUOHKAUMK (KJIHOYa) HIM IPH  IOJ03PEHUH
KOMIIPOMETAIIUH JTUYHBIX KJIIOUeH U Iaposieil, a Takoke IpU 00HapyKEeHHH:

— (aKTOB COBEpINCHWS NOMBITOK HECaHKIMOHMpOBaHHOTO noctyma (manee - HCJ) x
UCIIdH;

— HECAHKI[MOHMPOBAaHHBIX M3MEHEHHH B KOH(QUIypalHH IPOrPaMMHBIX HIIM anlapaTHbIX
cpeacts UCIT/In;

— OTKJIOHEHH# B HOpMaJIbHOU paboTe CHCTEMHBIX U IIPUKJIAIHBIX IPOrPAMMHBIX CPEJICTB,
saTpyaastomux okciuryaranmioo CBT, Beixoma u3 CTpos HIM  HEyCTOHYHUBOIO
¢yuxnmonnposanus y3nos CBT wmm nepudepuilnpix ycTpoicTs (CKanepa, IpuHTEpa U
T.IL.), @ TAK)Ke epe00eB B CUCTEME IIEKTPOCHAOKEHHUS;

— HEKOPPEKTHOTO (YHKIHOHHPOBAHUS YCTAaHOBJICHHBIX HA KOMIIBIOTEPEI TEXHHYECKHX
CpEJICTB 3aIlUTBhI;

—  HEMpeIyCMOTPEHHBIX OTBOAOB Kalesiell M MOJKIIOYEHHBIX YCTPOKCTB.



[Tosb30Bateto Karer OPHYCCKU 3anpeuiaenica.

- UCIIOJI30BAaTh KOMITOHCHTHI IPOTrpaMMHOI0 M ammapatHoro obecrnedenuss [1DBM »
HECITyKEeOHBIX L[eJIfX;

- CAMOBOJIBHO BHOCUTH KaKHe-THOO M3MEHEHHS B KOHQHIYPAI[HIO —allllapaTHO-
nporpaMmHEIX cpencts VICIIJIH umm ycTaHaBIMBAThH JOMOJHUTENBHO JIFOOBIE POrPAMMHBIE
anmapaTHBIE CPEJICTBA, HE INPETyCMOTPEHHbIC ApXWBOM IUCTPHOYTHBOB YCTaHOBJIEHHOTO
[IPOrPaMMHOTO 00eCIICYCHHUS;

- OCYINECTBIATE 00paboTKy IIJIH B HPUCYTCTBHH IOCTOPOHHHX (HE IOIYLIEHHBIX K
JTaHHOW MH(OPMAITIHN) JINIT;

- 3aIIMCHIBAaTh U XpaHUTh [1JlH Ha HEYUTEHHBIX MAIIMHHBIX HOCUTENISIX HHPOPMAIIHH;

- OCTaBJATH BKJIIOYEHHBIM 0O€3 INPHCMOTpa KOMITBIOTEp, HE aKTHBH3UPOBAB CPEICTBA
3amuThl oT HCJI (BpeMeHHYIO GIIOKHPOBKY 3KpaHa U KJIaBHaTYPHI);

- OCTaBJIATh 0€3 JIMYHOTO MPHUCMOTpa Ha pabodyeM MecTe WM Iie Obl TO HM OBUIO CBOE
IIEPCOHANILHOE YCTPOMCTBO MACHTU(UKAIINY, MAIIMHHBIC HOCUTEJIA U PaCIeYaTKH, CoAepKaLle
IT]1n;

- YMBIIIJIEHHO  HMCIIOJB30BaTh HEIOKYMEHTHPOBAaHHBIE CBOWCTBA M  OIIMOKH B

IPOrpaMMHOM OO€ECIIEYEHHMH WM B HACTPOMKax CPEICTB 3alUTHI, KOTOPbIE MOTYT TIPUBECTH K
HapyIeHHIo kKoHpuaeHmamsHocTy I1)H;

- pa3MelIarb cpeAcTBa OoToOpakeHUs WHPOpMaNUH (MOHHTOD, MPUHTEP M T.NI.) TaKUM
0o0pa3zoM, 4TOOBI ¢ HUX CYLIECTBOBaJIAa BO3MOXXHOCTb BH3YaJbHOTO CUHTBIBAHUS HHPOpPMAIHH
IIOCTOPOHHUMH JIUIIAMH.

AJMUHHUCTpATOp HHOOPMAIIMOHHOHN 0€30I1aCHOCTH 00sI3aH:

— 3HAaTh COCTaB OCHOBHBIX M BCIIOMOI'aTEIbHBIX TEXHHYECKHX CHCTEM, U CPEACTB (Jaiee -
OTCC u BTCC) vycranoBneHHoix u cMmoHTHpoBaHHBIX B MCIL[IH, mnepeueHs
UCIOJIB3yeMOro nporpaMMHoro obecneuenust (aanee - [10) B UCIT/IH;

— KOHTPOJIHPOBATh LIEJIOCTHOCTD Ie4aTel (II0M0, 3aIUTHBIX HAKJIEEK) Ha epupepuiHoM
obopynoBanuy, 3amuieHHbX CBT u npyrux ycrpoiicTsax;

— TMPOH3BOAUTH HEOOXOMUMBIE HACTPOHKHM TMOACHCTEMBI  YNpaBIEHUS  JOCTYIIOM
ycraroBieHHBIX B UCIIIH C3U ot HCJI 1 conpoBoXaaTh UX B MPOLECCE IKCILTyaTaluHy,
TIPH 3TOM:

— peaJM30BBIBaTh IIOJTHOMOYHS AOCTYyNa (YTE€HHE, 3alUCh) JUIS KaXAOTO IOJIB30BATENsd K
3IIEMEHTaM 3alluIaeMbIX HHPOPMAIIMOHHBIX pecypcoB ((aiiiaM, kaTaaoraMm, INPHHTEPY
U T.J0.),

— BBOAMTH omucanus mons3oBarenedi WCII[lH B wmHOpMalmoHHYIO 0a3y CHCTEMBI
pasrpaandenus noctyna B UCII/x;

—  CBOEBPEMEHHO yJIaJISTh OMUCAHUS MOJIb30BaTesel u3 0assl nanHbX C3U npu n3mMeHeHun
CIHCKa JOMYIIEHHBIX K paboTe JIUIL;

— OpoBOOMTH HHCTpyKTaxk moib3oBaresied MCII[ln 1mo mpaumam — paboThl ¢
HCIOJIb3YEMBIMH TEXHHYECKUMHE CPEACTBAMH M CHCTEMaMH 3allUTh! HHYOPMaLWH;

— KOHTPOJIMPOBATH CBOEBPEMEHHOE IPOBEJECHHE CMEHBI IIapojed Ui JOCTyma
noJb30Batenei k kommptorepaM U pecypcam UCIIH;

— obecreunBaTh TIOCTOSIHHBIA KOHTPOJb BBIIOJNHEHHS NOJb30BATENAMH YCTaHOBJICHHOTO
KOMILIEKCA MEPOIPHATHIA 10 obecreueHuto Oe3omacHocTd HHpopmaryu B MCIT/IH;



— OCYHECTBIIATP KOHTPOJIb MOpPAAKa CO34aHusl, Yy4era, XpaHEHHUA HW HCIIOJIB30BAHUS
PE3EPBHBIX U apPXUBHBIX KOIIHH MacCHBOB JaHHbIX,

— HacTpauBaTh U COIPOBOXAATH IIOJCHCTEMBbl PpErHCTpalldd H ydeTra AcHCTBHiA
nosib3oBaresieit npu padore B UCIIIx;

— OpraHHM30BEIBaThb Ne4aTb (aiflIoE IONb30BaTeNedl HAa MPUHTEPE M OCYLIECTBIIATH
KOHTPOJIb COOJIIONEHHS YCTAHOBJICHHBIX INPABIUI M [IAPAMETPOB PETHCTPALUH U ydeTa
OyMa)KHBIX HOCUTENEH HHPOpMAIIHH;

— mnepuoaudecku TecTupoBars pyHkuuu C3U or HCJ ¢ ucmoap30BaHHEM CHEMUABHBIX
CPEACTB aHalW3a 3alUINCHHOCTH, OCOOSHHO MPHU H3MEHEHWM NPOTPaMMHON CPe/ibl |
IIOJTHOMOYHH HCIIOJTHUTENCH;

— BOCCTaHABJIMBATh IPOrPaMMHYIO Cpely, IPOrpaMMHBIe cpecTBa i HacTpoiiku C3U npu
cO0s1X;

— BECTH [JB¢ KomuH mporpamMMmHbIX cpeactB C3M or HCJl u KoHTpomupoBaTh HX
paboTOCOCOOHOCT;

— [EPUOJUYECKH OOHOBIATH AaHTHBHUPYCHBIE cpelcTBa (6as3bl JaHHBIX), KOHTPOJMPOBATEH
COOJIIOIEHHE  II0JB30BATENIIMU MOPSNAOK M MpaBWIa IPOBENCHHS AHTHBUPYCHOTO
TECTHPOBAHUSI,;

— TPOBOIUTH PabOTy IO BBIIBICHHIO BO3MOXHBIX KaHAJIOB BMEIIATENLCTBA B IIPOIECC
¢ynkuuonuposanus VCIIJIH ¥ ocCyIecTBIEHHS HECAaHKIIMOHMPOBAHHOIO IOCTYIAa K
UH(pOpMaUKN U TEXHHYECKAM CPEIICTBAM BBIYHCITHTEILHOM TEXHUKY,

— oOecreunBaTh CTPOroe BBIIOJIHEHHE TPeOOBAHUH IO 00ECIEeUYeHHI0 6e30MacHOCTH
nH(GOpMalUK IIPH OpraHu3aliy TexHu4eckoro oocmyxusanus UCII/IH u otmpaske ero B
PEMOHT  (KOHTPOJIHMPOBAaTh 3aTHUPAaHHE IEPCOHATBHBIX JaHHBIX HA  HOCHTEISX
uHpopManum);

— IPUCYTCTBOBAaTh (y4acTBOBaTb) B paboTax 10 BHECEHHMIO HM3MEHEHHH B anapaTHO-
nporpamMmHyto KoHuryparwio UCITH;

— BectH gokymeHTanuio Ha HCIIJIH B COOTBETCTBHH ¢ TpeOOBAaHUSMH HOPMATHBHBIX
JIOKYMEHTOB.

4, Ilopsizok pe3epBHPOBAHHSA H BOCCTAHOBJIEHHSI pa00TOCIIOCOOHOCTH
TeXHHYECKHX CPeACTB, MIPOrPpaMMHOro odecrnevyeHusi, 6a3 JaHHBIX,
3amuIIaeMoii HHPOPMAILUHN U CPEACTB 3aIUUThI HHPOPMaLIUH

HacTosmuii mopsiioKk OmpenensieT OpraHU3aIUi0 PEe3epPBHPOBAHMSA M BOCCTAHOBJICHHS
paboTOCIIOCOOHOCTH TEXHHUYECKHX CPEICTB M INPOTpaMMHOro oOecredeHHs, 0a3 NaHHBIX U
CpEJICTB 3aUIUThI HHYOPMAIIHH.

K ucnons3oBanuio mis co3mands pesepBHbIX komuu B MCIIJIH, momyckaroTcss TOJIBKO
3aperucTpupoBaHHble B JKypHalle ydeTta HOCUTEIH.

AnmuaHCTparop — HHGOpManMOHHOH 0e30macHOCTH  00A3aH OCYIIECTBIATH
HEPUOMIECKOE Pe3EPBHOE KOMMMPOBAHHUE IIEPCOHATBHBIX JAHHBIX.

Hocwurenu uHbOpManny, npeqHa3HadeHHBIE JUIS CO3JaHUs PE3EPBHOM KOIIMK U XpaHCHUS
[EPCOHANBHBIX  JAaHHBIX, BBIJAIOTCA  YCTAHOBJEHHBIM  MOPSAIKOM  8IMHHHUCTPATOPOM
uH(popMaIoHHOH Oe3onmacHocTH. Ilo OKOHYaHMH MPOUELYPBI PE3EPBHOIO  KOMHUPOBAHHUS
IEKTPOHHBEIE HOCHTENHM CHAOTCS Ha XpaHEHHe AaIMHHHCTPATOpy —HMH(POPMAIMOHHOH

0€30IIACHOCTH.



Ilpg BoccTaHOBNEHHH pPabOTOCIOCOGHOCTH MPOTPAMMHOIO OOECleYeHHs CHavala
OCYIIECTBIISCTCS PE3epPBHOE KONMMPOBAaHME 3aIlUINAcMON HHOOPMAIMH, 3aTeM IIPOM3BOJMTCS
HOJIHAS JEUHCTAILISIN HEKOPPEKTHO pabOTAFOIIEro MporpaMMHOro 00ecIIeYeH s,

BoccTanoBienne mporpaMMHOT0 06eCeueH st MPOM3BOAUTCS MyTEM €r0 HHCTALISIHY C
UCIOJb30BAHUEM  OTAJIOHHBIX  JMCTPHOYTHBOB, XpAaHEHHE KOTOPBIX  OCYIIECTBIISCTCS
aIMMHHCTPaTOpOM HH(GOPMALHOHHON 0€30MacHOCTH B CIIEHHATBHOM XPaHHUITHIIIE.

Ilpu pabore Ha kxommbioTepax MCIL/IH pexoMeHmyeTcs HCIOIB30BATh HCTOYHHKH
OecrepeOOWHOr0 MUTaHUS, C LENbI0 MPEIOTBPAIICHUS IMOBPEKICHHS TEXHHYECKUX CPEICTB
U(MIN) 3aI0UINaeMOi HHPOPMAIHH B pe3yJibTaTe CO0EB B CETH IJIEKTPOIIUTAHHUS.

IIpu BOCCTaHOBIEHHH DPabOTOCIOCOOHOCTH CPEACTB 3alUTHl HHPOPMALUH CJIEAYET
BBINIOJIHUTh HMX HACTPOMKY B COOTBETCTBHHM C TpeOOBaHHSIMHU 0e30MacHOCTH HH(OPMAIIHH,
U3JIOXKEHHBIMH B TEXHUYECKOM 3aJaHUH Ha CO3JJaHHE CHCTEMBI 3aIUTHI IIEPCOHATLHBIX JAHHBIX.

BoccTaHOBIEHHE CPEACTB 3ammuThl WHGOPMAIIUH IMPOM3BOAMTCS C MCIIOJIb30BAHHEM
3TAJIOHHBIX CEPTHQHIMPOBAHHBIX TUCTPUOYTHBOB, KOTOPBIE XPAHATCS Y aIMHHHCTPATOPa
HHpOpManHOHHON Ge3omacHOCTH. [locne ycHeImHo#i HacTpOMKH CpencTB 3alUThl HHPOPMALUH
HEOOXOMUMO BBHIIOJIHUTh PE3EPBHOE KOMHMPOBAHHE HACTPOEK MAHHLIX CPEACTB € ITOMOIILIO
BCTPOEHHBIX B HUX (QYHKIHH HA 3apETUCTPUPOBAHHEIA HOCHTED.

OTBETCTBEHHOCTh 3a IIPOBEICHHE DE3ePBHOTO KOMHPOBAHHS, MEPONPUATHH 110
BOCCTAHOBJIICHHIO  PabdOTOCIIOCOOHOCTH  TEXHHYECKHX  CPEICTB,  MEPOIPHSATHH 110
BOCCTaHOBJICHHIO CPEICTB 3allUTHl HH(OpPMAlHM{ BO3JIAraeTcss Ha  aIMHHHCTpATOpa
uHpopmannonHoi 6e3onacaocta MCIT/IH.

5. Ilopsinok o0y4enusi nepconasna npaktuke padorsl B UCII/{n B yacTn
o0ecreyeHHnsi 0€301IACHOCTH NMEPCOHATIbHBIX TAHHBIX

ITepen mawanom paGorel B MICIIJIH mosp3oBaTesnd AOKHBI IMPOHTH HHCTPYKTAX IO
obecrnieyeHr0 0€30MaCHOCTH NEPCOHAIBHBIX AaHHBIX Tpu pabore ¢ Humu B MCII[AH, moxg
POCIIHCE;

[Tonp3oBaresn NODKHBL IPOJEMOHCTPUPOBATh aIMUHHCTPATOpPy HMH(GOPMAIMOHHOM
0€3011aCHOCTH HAJIMYUE HEOOXONUMBIX 3HAHUH M yMEHHH Ui BBINOJIHEHHUs TpeOOBaHHH I10
obecreueHnto Oe30MacHOCTH MEPCOHANBHBIX JaHHBIX npu padote ¢ Humu B UCITJIH;

OTBETCTBEHHBIM 3a OpraHU3aIMio0 OOyYEeHHS W OKa3aHHE METOAMYECKOH IOMOIIM B
VipaBieHUH SBJISETCS aAMUHHUCTPATOp HHPOPMALIMOHHOM O€30MIaCHOCTH.

6. IlpaBu/1a aHTHBHPYCHOMH 3aIHThI

Hacrosimpe mpaBuia ONpeAessioT TpeOOBaHUS K OpraHM3allMM 3allMThl OOBLEKTa
WUCII[IH oT pa3pyLIaloIiero BO3ACHCTBHS BPEIOHOCHOTO IPOrPaMMHOIO  0OECIICUEHHS,
KOMITBIOTEPHBIX BHPYCOB M YCTAHABJIMBAET OTBETCTBEHHOCTH PYKOBOJHMTEJIEH H COTPYIHHKOB,
SKCILUIYaTHPYIOLIMX U COMPOBOKAAIONIIX KoMIIbIoTeps! B cocTae MCII/IH, 3a X BBIIOTHEHHE K
HCIIONB30BAHHIO HA KOMITBIOTEPAX JOMYCKAIOTCA TOJIBKO JIMIEH3HOHHBIE AHTHBHPYCHbBIC
CpeCTBa, Ipolnearnue ceprrdukanio o Tpedosanusam desonacaoctn @CTIOK Pocenn.

VeraHoBKa W HavyaJlbHas HACTpOHKa CpPEACTB aAHTUBHPYCHOTO KOHTpOJIST Ha
KOMIIBIOTEPAX OCYIIECTBIISETCS AIMHUHHCTPATOPOM HH(GOPMALMOHHOH Oe3omacHoCTH, JHOO ¢
npuBJiedeHneM oprauusanuii — munensuaros PCTOK Poccun.

AnMuHHCTpaTOp HH(POPMAIIMOHHONW OE€30MacHOCTH OCYIIECTBIAET IIEPHOIHYECKOE
OOHOBIIEHHE AHTUBHPYCHBIX CPEICTB M KOHTPOJIb UX pabOTOCIIOCOOHOCTH.

SIpybIK (CCBUTKA) IS 3aIlyCKa aHTHBHPYCHOHN MPOrpaMMBl JOJDKEH OBITH JOCTYIIEH BCEM



II0JIb30BATEISIM HH(POPMAIIMOHHON CHCTEMBL.

ExenenensHo B Hadaje paboThl, HOCJE 3arpy3KH KOMIIBIOTEPA B aBTOMATHYECKOM
peXuMe JTO/DKEH IIPOBOJUTHECA aHTUBMPYCHBIM KOHTPOJb BCEX JUCKOB H (DaiiIoB KOMIIBIOTEPOB.
OO6s3aTeNnbHOMY aHTHBHPYCHOMY KOHTPOJIIO HOJUICKHT JIF00as HHPOpMaIHs (TEKCTOBEIE (Gaiiibl
moObIX (QopMaToB, (aiiipl JaHHBIX, HCHOJHsAeMBIe (aiiipl), HHOOPMAIMS Ha CHEMHBIX
HOCHTEJIAX (MarHUTHBIX JMCKaX, JeHTax, CD-ROM u 1.11.). KoHTpo:p ucxomsmeit nudopmanun
HEOOXOIUMO MPOBOJUTH HEMOCPEACTBEHHO Mepe]l apXMBHPOBAHUEM M OTIPABKOM (3aIlMCHIO Ha
CBEMHBII HOCHUTETD).

Daiine], OMeINaeMble B IEKTPOHHBIN apXWB Ha MarHHTHBIX HOCHTENSX, JOJDKHBI B
0043aTeIbHOM NOPSIIKE IPOXOJUTh AaHTUBHPYCHBIH KOHTPOJIb.

VYcranapnuBaeMoe  (M3MEHSIEMOE) IpOrpaMMHOe  OOeCreueHHe  JOJDKHO — OBITh
IPEIBAPUTEIILHO IMPOBEPEHO HA OTCYTCTBHE BHPYCOB. HeEMOCPEACTBEHHO MOCHE YCTAHOBKH
(M3MeHeHHs) IPOrpaMMHOI0 00ECIIeYeHHs! KOMITBIOTEpa, aqMHHHCTPATOPOM HH(POPMAIMOHHOMN
0€e30MacHOCTH N0JDKHA OBITH BBINOJIHEHA aHTUBHPYCHas nposepka MCIT .

Ha  xommeroTepsl IOJIB30BaTeNel  3ampelnaeTcss YCTaHOBKA  IIPOrPAMMHOIO
o0ecrieyeHHs, HE CBA3aHHOTO C BBHINOJHEHHEM (YHKIIHA, IPEIYCMOTPEHHBIX TEXHOIOIMYECKUM
nporeccoM 00paboTKH HH(POpPMALIHH.

Ilpy BO3HMKHOBEHHH INOJO3PEHUsI Ha HAJIHYHE KOMIIBPIOTEPHOrO BHpyca (HETHIMYHAS
paboTa mporpamm, INOSBICHHE TIpapHUeCKHX H 3BYKOBBIX J(P(EKTOB, HCKaXKEHUH TaHHbBIX,
nponaganue (HaiaoB, yacToe IOSBICHHE COOOMIEHWH O CHCTEMHBIX OIMHOKAaX M T.II.)
MOJB30BaTENb CaMOCTOSTENIHO (WM BMECTe C aIMHHHCTPATOPOM HH(GOPMALUOHHOMN
0€3011aCHOCTH) JIOJKEH IIPOBECTH BHEOUEPETHOM aHTUBUPYCHBIH KOHTPOJIb KOMITBIOTEPA.

B ciyuae oOHapyxeHHs @IpU NPOBEICHHHA AHTHBHPYCHOW IPOBEPKH 3apakK€HHBIX
KOMITBIOTEPHBIMH BUpycaMu (aitjIoB OJIB30BATEh 00A3AH

— TIpHOCTaHOBUTH 00paboTky manHbIX B UCII/H;

— HEMEJUIEHHO IOCTaBHTh B M3BECTHOCTHh O (hakTe OOHApYKEHHs 3apaK€HHBIX BUPYCOM
¢aiiioB aIMHHHUCTpaTOpa HMH(POPMALMOHHON O€30MacHOCTH, a TaKXe CMEXKHBIE
HIOZIpa3IeNICHHs], UCTIOIB3YIOIIHKE 3T (paiiiibl B paboTe;

— COBMECTHO C BJaJCIbLIEM 3apaXXCHHBIX BHPYCOM ¢)a171n013 IIpOBECTU  aHAJIN3
BO3MOXKHOCTH, JATbHEHIIEeTro uxX HCIIOJIB30BAaHUA,

— NPOBECTH JICYHCHHUE UK YHHUUYTOKCHHC 3aPAKCHHBIX (baﬁHOB.

OTBETCTBEHHOCTh 33 OpraHu3aluio aHTuBUpycHOro KoHTpoisd B ICIIJIH B cooTBETCTBIH
¢ TpeGoBanusamu Hactosiero [lonoxkeHus Bo3naraercs Ha aAMHHUCTpATOpa HHPOPMAIIHOHHOM

0e30IMacHOCTH;
OTBETCTBEHHOCTH 3a IPOBEACHUE MEPOIPUATHH aHTUBUPYCHOM 3allMTLl B KOHKPETHOH

UCIIIu u cobmoaenue TpedboBaHui HacTosmero [lonoxenus Bosnaraercs Ha aIMHHHCTPATOpa
MH(OPMAIMOHHOM 6€30TacHOCTH U BeeX moub3oBateneit qannoi MCIIIn.

7. IlpaBmn/ia NapoJibHOMH 3aIUThI

JlaHHBIE TIpaBWJa PETIAMEHTHPYIOT OPraHU3allMOHHO-TEXHHYECKHUE MEPOIPHATHS I10
00€ECIIEUEeHHIO TIPOLIECCOB IeHepaIlii, CMEHBI U NpekpatieHus geictsus naponeid B MCII/IH, a
TaK)Xe KOHTPOJIb ICHCTBHUH MOJIb30BaTeNeH pyu paboTe ¢ NaposiMH.

OpraHu3aliOHHOE U TeXHUYECKOe 00ecCIeueHre IPOLECCOB ITeHEPALMH, HCII0JIb30BaHHU,
CMEHBI M IIpeKpallieHus JeHcTBrs naposeit Bo Becex noacucreMax VICITJIH 1 KOHTPOIb NeiCTBHMI
HoJIb30BaTeNell npH paboTe ¢ MapoJsIMH BO3jaraeTcs Ha aJAMUHHCTPAaTOpa HHQMOPMALMOHHOH

0€e30I1aCHOCTH.



[Ipu moctyme monb3oBaTeNs B CHCTEMY AOJDKHA OCYINECTBISTHCH HACHTH(GHKALUA H
NpOBEepKa MNOIJTHHHOCTH [0 HICHTUGHUKATOPDY H IMAPOJII0, a4 TakKe C MCIOIb30BaHHEM
3JIEKTPOHHBIX UICHTU(PHKATOPOB.

JInunble NaposM JOJKHBI TEHEPUPOBATHCS M PACIIPEICIAThCSA IIEHTPAIU30BAHHO JHOO
BBIOMPATHCA MOJIB30BATENSIMH CAMOCTOSITEIBHO C YUETOM CIEIYIOIUX TPeOOBaHHIA:

- IApOJIb OJKEH OBITh JIMHOM HE MeHee IIeCTH OYKBEHHO-IIM(POBBIX CHMBOJIOB;

- CHMBOJIBI I1aposied Juid pabouyMXx CTaHIMH, Ha KOTOPBIX YCTAHOBJIEHO CPEICTBO
3aIuThl MHQOpPMAlMK OT HECAaHKIMOHWPOBAHHOTO JOCTYIA, JO/DKHBI BBOJIHUTHCS B PEKUME
JIATHHCKOM pacKialKu KIaBHATYPHI,

- IapoJIb HE JOJDKEH BKIIIOYUATh B ce0sl JIETKO BBEIYHC/ISIEMBIE COYETAHUS CHUMBOJIOB
(umeHa, ¢amuiny, HanMeHoBaHUS APM u T.1.), a Taxke obmenpuHsTeie cokpamienus (DBM,
JIBC, USER u T1.11.);

- IIPY CMEHE NapoJIisi HOBOE 3HAYECHHE JOJDKHO OTIMYATHCS OT HPEAbIIYIIHX;
- II0JIb30BATEIIb HE UMEET MpaBa cOOOMIATh JIMYHBIA MapoJb APYTHUM JIHIAM.

ITonnas mIaHOBas cMeHa IapoJiel moJb3oBaTeliel JOJDKHA IPOBOUTECS PETYIISIPHO, He
pEeXe OJHOTO pa3a B TeUEHHE 3 MECSIIEB.

VYnanenue ydetHodl 3amucu monp3oBarens WCII[IH B cioydae mpekpallieHHs ero
NOJHOMOYMH (YBOJBHEHHE, NIEPEXO] Ha APYTYI0 pabOTy BHYTPH YUPEXICHHS W T.I.) TOJDKHA
IIPOU3BOJUTECS aIMHHHCTPATOPOM HHGOpMalUOHHOW ©6€30MacHOCTH HEMEIJICHHO I10Ce
OKOHYaHHUs IIOCJIEAHEro ceaHca paboThl JAaHHOTO IOJIb30BATENsl ¢ CHCTEMOH, Ha OCHOBAaHUH
yKa3zaHHs PYKOBOJMTEINS WM HaYalIbHUKA OT/AeNa KaapoB.

BremranoBas monHas cMeHa Mapojei Bcex MOJIb30BaTesled NOJKHA MPOU3BOAUTHCS B
cilydae IpeKpalleHHss IOJHOMOYMH (YBOJBHEHHE, IEepexXo]] Ha JpYyrylo paboTy BHYTpH
YUPEKICHUS U Ipyrue 00CTOATENHCTBA) aAMUHUCTPATOPa HHPOPMALTUOHHON 0€30IaCHOCTH.

B cnywyae xommpomeranuu nuynoro mapojis nosib3oBatens WCILJIH nomxHBI OBITH
HEMEIJICHHO MIPEAIPHHSTHI MEPHI TI0 H3MEHEHHIO €ro HapoJIs.

KoHTpons neficTBri M0sIb30BaTelNeit pu paboTe ¢ NapossIMH, COOIIOAEHUE MOPSIIKA UX
CMEHBl, XPaHEHHS M HCIIONB30BaHUs BO3JIAaraeTcs Ha aIMHHHCTpaTopa HMHQOPMAIMOHHOH
0€30IacHOCTH.

8. IIpaBunia 00HOBJIEHHSI 00IIECHCTEMHOI0 H NPHKJ/IAJHOI0 IPOrPaMMHOI0
obecnieyeHnsi, Texanuueckoro oocayxupanusa UCIIIn

Hacrosimue mpaBmiia periiaMeHTHPYIOT oOecriedeHue 0e30MacHOCTH MHQOPMAlMU IIpH
[POBECHUH OOHOBJIEHHS, MOAU(UKAIIMK OOIIECHCTEMHOIO M IPUKIAJHOIO HIPOrpaMMHOIO
obecrieueHns, TEXHHYECKOro 0OCTy)KUBAaHUS U IPHU BOSHUKHOBEHHMH HEIITATHHIX CHTyalW# B
pabote UCIT/IH.

[TpaBo Ha yCTAaHOBKY, OOHOBJICHHE W MOAUGHKAIMIO OOIECHCTEMHOIO M IIPUKIIAJIHOIO
nporpamMmMmHoro obecrnedeHuss kommbiorepoB  MICIIJIH  mpemocraBisercs  CHCTEMHOMY
aqvmunucrparopy UCIT/Ix u ammuHHCTpaTopy HHpopManuoHHok Oezonacnoctu MCIT .

IIpaBo BHECEHHS H3MEHEHHH B KOH(QUIYypallMIO allapaTHO-IIPOrPaMMHBIX CPEICTB
3amUThl HHOOPMAITUU MPEAOCTABISIETCS CHCTEMHOMY aAMHHHCTPATOpY IIO COINIACOBAHHIO C
aIMUHHCTPATOPOM HH(POPMAIMOHHON Ge30macHoCTH. V3MeHeHHe KOH(HUIypaluH annapaTHo-
nporpaMMHBIX cpeacts CIT/Ta npyrumM nuuam 3anpeuieHo.
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3asBKy HAa BHECEHHE M3MEHEHHH B KOHQUIYpAaLHIO allapaTHO-TPOrPAMMHBIX CPEICTB
3auMIIeHHbIX pabounx mect UCIIJIH, paccMaTpuBaeT PyKOBOUTENb, BUSHPYET €€, YTBEPKIas
TEM CaMbIM IIPOU3BOICTBEHHYIO HEOOXOJUMOCTh IIPOBEACHHUS YKa3aHHBIX B 3asBKE H3MEHEHHI.

ITocne vero 3asgBKa nepeaeTcs aIMHHHUCTPATOPY HH(DOPMAIMOHHOM Ge30IacHOCTH IS
HETIOCPEJCTBEHHOI0 HCIOJHEHHs paboT 10 BHECEHUIO H3MEHEHHH B KOHGHUIYpAIHIO
KOMITBIOTEPA, YKa3aHHOT'O B 3asBKe.

VYcranoska uiam oOHoieHue noacuctem VICILJIH DOMKHBI MPOBOAMTBECA B CTPOTOM
COOTBETCTBUH C TEXHOJIOTHEN IPOBEINCHUA MOIU(DHUKAIMIA TPOTPAMMHBIX KOMILIEKCOB JAHHBIX
TIOJICHICTEM.

VYcranoBka u o6HoBieHme [1O (cucTeMHOro, MPHKIAHOTO, TECTOBOIO M T.I.) Ha
KOMIIBIOTepaX MPOH3BOJUTCS TONBKO C OPUTMHAIBHBIX JIMIEH3UOHHBIX IUCTPHOYTHBHLIX
HocHUTeNeH (IUCKET, KOMITAKT JUCKOB H T.I1.).

Bce nmoGasnsgemple nporpaMMHBIE W ammapaTHble KOMIOHEHTHl JIOJDKHBI  OBITh
IPEABAPUTENILHO MIPOBEPEHEI HA PAOOTOCIIOCOOHOCTD, & TAK)KE OTCYTCTBHE OMACHBIX (YHKI[HIA.

ITocne ycranoBku (o6HOBieHHUs) [10, anMuuKCTpaTOp HHOOPMAIMOHHON GE30IaCHOCTH
JIOJDKEH IIPOM3BECTH TpeOyeMble HACTPOHKH CPEJCTB YIPABICHHS MOCTYIIOM K KOMIOHEHTAM
KOMIIBIOTEPA U MIPOBEPHTH paboToCcOocOOHOCTH [1O U MpaBHIBHOCTD UX HACTPOUKH.

Ilpy BO3HMKHOBEHMH CUTyalWi, TPEOYIOUIMX Mepelauyd TEeXHHUYSCKUX CPEICTB B
CEpBHUCHBIN LIEHTP C LEIBI0 PEMOHTA, aIMUHUCTPATOp HHGOPMAIIMOHHON Oe30macHOCTH 00s3aH
IpPEAIPUHATS HEOOXOMMMBIE MEpHI IS 3aTUpaHHs 3alliiIaeMoid HWH(GOpPMAIWH, KOTOpas
XpaHUJIACh Ha TUCKaX KOMITBIOTEpA.

9. Ilopsinok KOHTpoOJIs1 0O0ecneveHust 3amUThl HHPpopmauun B UCIIx u
NPHOCTAaHOBKH npeaocras/enus [I/IH B ciiyyae oOHapy:KeHHsI HAPYLUIEHUI
NOPSIAKA MX MpeJ0CTaABIeHHS

Konrponms 3amutel wmHbopmamuun B MCII[IH - KOMIUIEKC OpraHM3alliOHHBIX U
TEXHUYECKMX MEPOIPHUATHH, KOTOpBIE OpPraHU3yIOTCS M  OCYLIECTBISIFOTCS B IIEJAX
OpEeNyIpeXAEHUs W IPECEYEHUS BO3MOXHOCTH IIOJNY4YEHHS IIOCTOPOHHHMH JIMIAMHU
OXpaHsIEMBIX CBEJICHUH, BELIBICHUS U IPETOTBPAICHHS YTEUKH HHYOPMAIIUK 110 TEXHUIECKUM
KaHajaM, MCKIIOYEHH WIH CYIIECTBEHHOIO 3aTpyJHEHHs HECAaHKIHMOHHUPOBAHHOI'O NOCTYyIA K
HH(pOPMAINU, XHUIIEHUs] TEXHHYECKUX CPEICTB M HOCHUTENIeH MH(pOpMaluH, NPeJOTBpPAIlEeHHS
CHEeNHUATBHBIX  IPOIrPaMMHO-TEXHHYECKMX  BO3ACUCTBHM,  BBI3BIBAIOIIUX  HApylIECHHUE
XapaKkTEepPUCTHK  0€30I1acHOCTH “HpopManuu wim  paboTOCIIOCOOHOCTH CUCTEM
UH(QOPMaTH3AIUH.

OCHOBHBIMH 33J1a4aMH KOHTPOJIA ABJIAKOTCA:

— TMpOBEepKa OpraHW3alH BBINIOJHEHHS MEPONPHATHH IO 3almuTe HHPOpMAaLUH B
rOCyIapCTBEHHOM YUpEeXKICHHH 31paBooxpaHeHHs «KpaeBas kimHHUYecKas OOJIBHHUIIAN,
yueT TpeOoBaHMII 1O 3ammre wWHGOpMAnMH B pa3pabaThIBAEMBIX ILIAHOBBIX U
pacmopsAUTENBHBIX JOKYMEHTaX;

— BBIABIEHHE JEMACKHUPYIOIIHUX Mpu3HakoB 00bexToB MCII/IH;

— yTOYHEHHE 30H IepexBara oOpabarpiBacMoil Ha 00OBEKTaX HH(OPMAIMH, BO3MOXHBIX
KaHAJIOB yT€YKH WH(POPMAIIUH, HECAHKI[HOHUPOBAHHOI'O JOCTYIA K HEH M IIPOrpaMMHO-
TEeXHHYECKUX BO3JCUCTBUI Ha HHOPMAIIHIO;

— TpoBEpKa BBINOJHEHHUs YCTAHOBICHHBIX HOPM M TpeOOBaHMH 10 3a1uTe HHGOPMALMHU OT
YT€UKH 110 TEXHHYECKAM KaHajaM, OLEHKa JOCTaTOYHOCTH H 3()(HEeKTHBHOCTH
MEPOIPHUSATHH I10 3aIIuTe HHPOpMaLIKy;
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— TpOBEpKa BBIIOJIHEHHS TpeboBanui mo sammre WUCII[JH OT HECAHKLIMOHMPOBAHHOTO
JOCTyTa;

— IIpOBEpKa BBINOIHEHHS TPeOOBAaHWH IO AHTUBHPYCHOH 3all[UTE aBTOMATU3MPOBAHHBIX
CHCTEM M aBTOMAaTH3HPOBAaHHKIX pab0OYnX MECT;

— I[POBEPKa 3HAHUK IOJB30BaTEIEHd 110 BOIIpOCaM  3allMThI I/IH(l)OpMaHI/H/I H HX
COOTBCTCTBHUA Tpe6OBaHI/IHM YPOBHA IIOATOTOBKH IS KOHKPCTHOT'O pa60qero MeECTa,

— OIEpPATUBHOE IPHHATHE MEp IO NPECEUYEHUIO HapylueHHH TpeOOBaHHM (HOPM) 3alIUTHI
uHdopmarun B UCI1/]H;

— pa3paboTKa IPENJIOKEHHH 10 YCTpaHEHHIO (0ciabiieHn0) IeMaCKHPYIOMIUX IPH3HAKOB
¥ TEXHUYECKUX KaHAJIOB YTEUKU HH(POPMALIHH.

KonTpone 3ammrel HHGOpPMAaUU MPOBOJUTCS € yYETOM PEAJbHBEIX YCIOBHH IO BCEM
QusryeckuM 1ONAM, MO KOTOPBIM BO3MOXEH IepexBaT HH(pOpPMAIWM, LUpKyJIUpyIoled B
WCIIH, u ocymecTBisercss IO OOBEKTOBOMY IPUHIUIY, IIPH KOTOPOM Ha OOBEKTE
OJTHOBPEMEHHO IMPOBEPSIOTCS BCE BOIPOCH 3aIuTHl HHGopManun. [lepeueHb KaHaIOB yTeUKH
yCTaHABIIMBAETCS B COOTBETCTBHH C MOJIENBIO YIPO3.

B xo01€e KOHTpOIIs IPOBEPSIFOTCS:

- COOTBCTCTBUC IPHUHATBIX MEp IIO obecrieueHnI0 0E€30IaCHOCTH MNEPpCOHATIBHBIX
JaHHBIX,

- CBOEBPpEMCHHOCTb M IIOJIHOTA BLIITOJIHCHUS Tpe6OBaHI/Iﬁ Hactosmero Ilomoxxenus u
APYTrUux pyKOBOIAIIUX JOKYMEHTOB I10 3allHTC NCPCOHAJIBHBIX JaHHBIX,

- 3Q(HEKTUBHOCTh NPHMEHEHHS OPraHU3ALMOHHBIX H TEXHHYECKHX MEPOIPHSTHH 10
3amuUTe HHPOpPMaIUH;

- YCTpaHCHHUC PAHEC BBIABJIICHHBIX HEJOCTATKOB.

Kpome Toro, mpoBogsTcs HEOOXOMMMBIE U3MEPEHHs U PacyeThl, MPHUTIAMICHHBIME IS
9TUX LENeH CIeNHaTUCTaMH OpraHu3aluHd, UMeEroleld cooTBeTcTByromme auieH3nu OCTOK
Poccun.

OCHOBHBIMM BHJAMH TEXHHYECKOTO KOHTPOJS SBISIOTCS BH3YaJIbHO-ONTHYECKHN
KOHTPOJIb, KOHTPOJb 3(G(EKTHBHOCTH 3alIUTHl HHGOPMALUH OT YTE€UYKH II0 TEXHUYECKUM
KaHaJlaM, KOHTpPOJb HECAaHKUHUOHUPOBAHHOIO JOCTyNa K HHQOPMALUMH H IIPOrpPaMMHO-
TEXHUYECKHUX BO3JCHCTBHI Ha HHPOPMAIIHIO.

[lomy4eHHBIE B X0J1€ BEIEHUS KOHTPOJIS pE3YIbTaThl 00padaThIBAIOTCS U aHAIU3UPYIOTCS
B IESIX ONpeNeNeHUs JOCTaTOYHOCTH H 3GQEKTHBHOCTH IPEINHMCAHHBIX MEp 3allHUThl
uHGOpMAaIMH U BBISIBICHUS HapylieHu#. [Ipy oOHapy)XeHUU HapylleH! HOpM U TpeOOBaHUH 110
3almuTe MHQOpMAlLUK aJIMHHHACTpATop HH(POpMAalMOHHONH OE30IAaCHOCTH  JOKJIAAbIBAET
PYKOBOJMTENIO U HPUHSATHS HUMH PEIICHHS O INpeKpalleHHH 0OpaboTKM HHpOpMalUH H
IPOBEJCHAS COOTBETCTBYIOIIMX OPraHM3AUHOHHBIX M TEXHHYECKHX MEp M0 YCTPaHEHHUIO
HapylieHus. Pe3yabTaThl KOHTPOJS 3amuThl MHGOpMAUUH O(QOPMIAIOTCA aKTamH JH0O B
COOTBETCTBYIOIIHX JXypHaJlaX y4eTa pe3yJbTaTOB KOHTPOJIS.

HeBpInojHeHnWe  OpeANUCaHHBIX  Mepomnpusitiid 1o 3amure [IJ[H, cumrTaercs
IPEIIOCHUIKON K yTeuke HH(popManuu (manee - mpeanocslika). Ilo kaxao# npeanocsuike Ui
BBIACHEHHS OOCTOSITEILCTB W IPUYMH HEBBITOJHEHUS YCTaHOBJIEHHBIX TpeOOBaHHH 110
VKA3aHUIO PYKOBOJWTENS MM OTBETCTBEHHOTO 3a 3aIllUTy HHQOPMAaIMH IIPOBOIMTCA
paccinenoBanue. JlIs IpPOBENEHUS paccielOBaHUS HAa3HAYAETCd KOMHUCCHS C IIPUBJICUYECHHEM
amMHHHCTpaTopa HHbopManuoHHON OezomacHocTH. KoMmuccus 00g3aHa yCTaHOBUTE, UMETA JIH
MECTO yTeuKa CBEJCHHM, H 00CTOSTENbCTBA €i COMYTCTBYIOIIUE, YCTAHOBUTE JIML, BUHOBHLIX B
HapyIICHUH MPEAMUCAHHBIX MEPONPHATHH MO 3aluTe HHPOPMANUH, YCTAHOBUTL NPHYKMHBI H
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YCJIOBHSI, CIIOCOOCTBOBABINNE HAPYIIEHHIO, U BHIPAOOTaTh PEKOMEHNAIHNH 110 MX YCTPAHEHHIO.
ITociie oOxOHYaHHS pACCIIEOBAHUS PYKOBOIHUTE b IPHHEMAET PEUICHHE 0 HAKA3aHHH BHHOBHBIX
ML ¥ HEOOXOAMMBIX MEPOTIPHUSATHSX 110 YCTPAHEHHEO HEJTOCTATKOB.

Benenve KOHTpons 3aluThl HMH(POpPMAIMH OCYIIECTBISETCS MYTEM IPOBEIECHHS
IEPUOMYECKUX, IUIAHOBBIX H BHE3AllHBIX IPOBEPOK OOBEKTOB 3amMThL. [lepHo/mueckue,
IJIAHOBBIE ¥ BHE3ANHBIE IIPOBEPKHU OOBEKTOB OpPraHU3aIMK MPOBOIATCS, KaK MPAaBHIIO, CHUIIAMH
aIMHHHUCTpaTopa HHQOPMAMOHHOM 0E301TaCHOCTH, B COOTBETCTBHU C YTBEPIKIAECHHBIM ILIAHOM
WM IO COTJIACOBAHHIO C PyKOBOJIUTEIIEM.

OnHoH M3 (GopM KOHTPOJS 3alIHUTHl MHOpMANUU SBJIsSETCS OOCIeIOBaHHE OOBEKTOB
WUCIT/Jn. OHO npoBOIUTCS HE peXe OJHOro pasa B ron pabodedl TIpymimoW B coOCTaBe
aJIMMHHUCTpaTOpa HHYOPMALHOHHON 6€30M1aCHOCTH, OTBETCTBEHHOI'O 38 YKCILTyaTal[HI0 00BEKTA.
s obcnenosanus UCII/IH MoxxeT mpuBieKaTsCsl Opranu3aiius, umeromas unensun GCTHK
Poccuy Ha fedTenpHOCTD [0 TEXHUYECKOH 3aiuTe HHGOPMAIIHH.

O6cnenosanre VCIT/IH npoBOAKTCS ¢ LENBIO OMpeAeIeH s COOTBETCTBHUS IIOMELIEHH,
TEXHUYECKHUX M IIPOIPAMMHBIX CPEICTB TPeOOBAHUSM I10 3aIUTe HHHOPMALIMH, YCTAaHOBJIEHHBIM
B «ATTecTaTe COOTBETCTBUS» H(HJIH) TPeOOBAHUAM IO OE€30TIaCHOCTH.

B xoze o0cnenoBaHus IPOBEPSAETCA:

- COOTBETCTBHE TEKYLIUX YCIOBHA (QYHKIIMOHHPOBAHHS 0OcaeryeMoro o0beKTa
WCIIJIH yciaoBusSM, CJIOXKUBIIUMCS HA MOMEHT IIPOBEPKH;

- COOJIIO/IEHHE OPraHMU3alOHHO-TEXHUYECKUX TPEeOOBaHUHM IOMEIICHUH, B KOTOPBIX
pacnonaraercs UCII/Ix;

- COXPaHHOCTh INedaTed, MIoMO Ha TEXHWYEeCKHX CpeACTBax Iepemadd U o0paboTku
WHpOpPMaIWY, a TakkKe Ha YCTPOMCTBAX WX 3allUTHI, OTCYTCTBHE TMOBPEXKICHUN SKpaHOB
KOPITyCOB anmnaparypsl, 000yo4ek Kabesei 1 uX COSTHHEHUH ¢ IMHAMHE 3a3eMJICHHUS;

- COOTBETCTBHE BbINONHSIEMbIX Ha o0bekre HMCIIJ[IlH MeponpusaTudi 10 3aiure
HH(POpPMAIUU TaHHBIM, H3JI0)KEHHBIM B HACTOSIIEM IOJIOKEHHH;

- BBIIOJIHEHHE ~ TpeOOBaHWI 10  3amuTe  MHGOPMAIMOHHBIX  CHCTEM  OT
HECAHKIIMOHMPOBAHHOI'O IOCTYIIa;

- BEIIIOJIHEHHE TPeOOBAHUH 110 AHTHBUPYCHOH 3alllHUTE.

['ocymapCTBEHHBIM KOHTPOJIb COCTOSHHS 3aIUThl HHGOPMAIMH  OCYIIECTBISETCS
denepanbHOM CITYX)ObI 0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTposro Poccun u denepanbHoi
ciyx0oi Oe3omacHOCTH Poccui B paMKax MX MOJHOMOYHH B COOTBETCTBHMH C JEHCTBYIOILIUM
3aKOHOJATENBCTBOM  Poccmiickoit  @enmepanuu. JlocTynm  mOpeAcTaBUTENEH — yKa3aHHBIX
(beepabHBIX OPraHOB HCIONHHUTEIBHOM BIACTH Ha OOBEKTHI AJi NPOBEICHHS IIPOBEPKH, a
TaKke K paboTaM W JOKyMeHTaM B o0beMe, HEOOXOIHUMOM JUIA OCYIIECTBIICHHS KOHTPOJIS,
00€eCIIEUNBAETCS B YCTAHOBICHHOM IOPSIIKE IO IPEIBABICHUH CIy:KEOHOIO yJIOCTOBEPEHHS
COTPY/HWKA, 8 TAaK)Ke JOKYMEHTa YCTaHOBJIEHHONW (POPMBI Ha IIPaBO MPOBEICHsI IIPOBEPKH.

10. ITopsimok oXpaHbI H AONMYCKA NOCTOPOHHHUX Ju1 B nomemienns MCIIIn

B rocyzapcTBEHHOM YUPEXKACHUH 31paBooxpaHeHns «KpaeBas KIMHHYECKas OOTbHHIA)
JOJKHA OBITH MpeaycMoTpeHa oxpaHa Texumdeckux cpeacts MCIT/Ia (yCcTpoHCTB u HOCHTEICH
uH(OpMAaIIMK), NPeIyCMaTpUBAIONIas KOHTPOJb JOCTyIla B IOMCIICHHS MOCTOPOHHMX JIHII,
HaJIMYHE HAJEKHBIX HMPENATCTBUH I HECAHKIMOHMPOBAHHOIO IIPOHHKHOBEHHUS B IMOMCIICHHUS

U XpaHWIIIE HocuTened HHpopManuy.

B noMenmeHuIX T0HKHA OBITH YCTAHOBJICHA OXpaHHAA U NOXApHAas CUTHAIM3alHA.
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Cepseproe u xommyTanuonHoe oOopynoBanue WVICIIJIH [OMKHO HAXOMUTHCS I10]
HAJIEXKHBIM 3aMKOM, B OTIEJIBHOM IIOMEIIEHHH WJIH 3alHparonieMcs mkady, K4 JI0JOKEH
XPpaHHUTBCS Y aIMHHUCTpaTOpa HHPOpMALKOHHONH 06€30MacHOCTH.

BCKpbITHE ¥ 3aKpbITHE MOMENICHUH OCYIIECTBISIETCS COTPYAHUKAMH, paOOTarOIUMH B
JMaHHBIX moMerneHusX. CHOUCOK COTPYJHHMKOB, HMEIOMIMX IPaBO BCKPHIBATh (cIaBaTh MO
OXpaHy) M OIlCYaThIBATh MOMEIICHHS YTBEPXKIAETCs PYKOBOIUTEIEM U IepemaéTcs Ha IOCT
OXpAaHEI.

[Ipu 3aKkpbITHH NOMEIIEHUN U cladeit UX MOJ OXpaHy COTPYIHHKH, OTBETCTBEHHBIE 3a
IIOMEIIECHUSI IIPOBEPSIOT 3aKpbITUE OKOH, BBIKJIIOYAIOT OCBEIIEHHE, OBITOBBIE IPHOOPEH,
OPTTEXHUKY H IPOBEPSIOT IPOTHBOIIOKAPHOE COCTOSIHUE ITOMEIIEHHUS, @ TOKYMEHTBI H HOCUTEJIH
uHpOpMalMK Ha KOTOPBIX COAEP)KaTCs IEepCOHAIBHBIE AAHHBIE, YOMpAIOTCS AJs XpaHEHHUs B
3arupaeMblii SIIHK CTOJIA HITH Ceid.

IIpu oGHapyX€HUH MOBPEXKICHHS 3aMKOB, ABEPEH WM HAIMYUS IPYTUX IPHU3HAKOB,
yKa3bIBAIOIIUX Ha BO3MOXKHOE IPOHUKHOBEHHE B ITOMEIICHUE TIOCTOPOHHUX JIUII, TOMELICHHE He
BCKPBIBAETCS, & COCTABISAETCS aKT, B MPUCYTCTBUHU OXpaHHUKA. O NMPOUCIIECTBUH HEMENJICHHO
co001aeTcss pyKOBOJUTENIO U(MJIM) OTBETCTBEHHOMY 3a 3alIUTy WH(OpMaIIUH.

[Tpu cpabaTeiBaHMK OXPaHHOM CHUTHAIM3ALUM B CIy>KE€OHBIX IMOMEILEHHAX B Hepabouee
BpeMsi OXpaHHHMK COOOIAeT O CIY4YMBIIEMCS OTBETCTBEHHOMY 3a IIOMEIIEHWe, WK
OTBETCTBEHHOMY 3a 3aIlUTy HHGOpPMAalWH, WM pPYKOBOAWTEIIO, WIH aIMHHUCTPATOPY
HHPOPMAIIMOHHON 0€30TIaCHOCTH.

11. 3akJII0O4YUTEIbHbLIE MOJ0XKEeHHS

TpeGoBanuss Hacrosimero IlomoxxeHust oO0si3aTenbHBI A7 BCEX  COTPYIHHUKOB,
00pabaThIBarOIINX IEPCOHATBHBIE TaHHBIE.

Hapymenne tpebGoBanuit Hactostiero [lonoxenus Bieder 3a coboi AUCUHUILIMHAPHYIO,
rpakIaHCKO-IPAaBOBYIO, aAIMUHUCTPATUBHYIO UIIH YIOIIOBHYIO OTBETCTBEHHOCTE B COOTBETCTBUU
¢ 3aKkoHOarenbCcTBoM Poccuiickoit denepanuu.
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